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Data portability as an approach for enhancing access to andssharifiglof

data that puts users in control E

Data portability is understood as:
* the ability (right) of a natural or legal person to request that
e adata holder transfers to the person, or to a specific third party, data concerning that person

* in a structured, commonly used and machine-readable format on an ad-hoc or continuous basis.

Level O: Level 1: Level 2: Level 3:
(closed data) (Discriminatory) Access by (open data)
Access only by Access by community Access by the

data controller stakeholders members public

More open

Source: OECD (2015), "Drawing value from data as an infrastructure", in Data-Driven Innovation: Big
Data for Growth and Well-Being, OECD Publishing, Paris, https://doi.org/10.1787/9789264229358-8-en.

Interoperability is understood as:

* the ability of systems (incl. applications) to exchange data such that these systems can work together.

* This will typically require continuous, real-time transfers of data.


https://doi.org/10.1787/9789264229358-8-en

5 key dimensions for

mapping data portability measures g

Type of data

Data

portability

Legal
obligations
and
enforceability

Beneficiaries

Modus
operandi

Sectoral scope: Whether data portability initiatives are
sector specific or horizontal (cross-sectoral);

Beneficiaries: Whether only individuals or also
organisations have a right to data portability;

Type of data that is subject to data portability: whether
data portability is limited to personal data and / or
volunteered, observed or derived data;

Legal obligations: The extent to which data portability is
voluntary or mandatory, and enforced;

Modus operandi in respect to data transfer mechanisms:
— ad-hoc downloads (data portability 1.0),

— ad-hoc direct transfers of data to 3" parties (data
portability 2.0)

— real-time (continuous) data transfers that enables
interoperability (data portability 3.0).



Mapping selected government and private sector initiatives =

on data portability based on their modus operandi

Data portability 1.0: Data portability 2.0: Data portability 3.0:
Ad-hoc data downloads Ad-hoc direct transfers Real-time con}lnuous data
transfers

1996 Health Insurance Portability and Accountability Act (HIPAA) (United States)*

2010 Blue Button (United States) > 2012 Blue Button+ > 2018 Blue Button 2.0

2011 Midata (United Kingdom) 2015 Payment Service Directive (EU)

2016 Solid

2017 Data Transfer Project

2017 Banking Act (Japan)

2018 GDPR (EU)
2019 Consumer Data Right
2018 General Data Protection Law (Australia)
2020 California Consumer Privacy Act (Brazil)

2022 Digital Markets Act (EU)

(United States, CA)

2023 California Privacy Rights Act
(United States, CA) 2022 Data Act proposal (EU)

Note: Government initiatives Private sector initiatives * Changes proposed by the US Department of Health and Human Services in light of COVID-19 to enable 4
individuals to directly share their data




The opportunities of data portability come with respecﬂivg!(s

“ * Possible unintended adverse effects on market

* Increasing competition and consumer choice:

by i) reducing information asymmetries, ii) limiting structures: available services may not interoperable and
switching costs and iii) reducing barriers to market entry data portability may be more beneficial to incumbents;

e Stimulating data-driven innovation: enabling “ e Possible unintended adverse effects on the incentives
over the top services incl. personal information to invest: Data portability, particularly if mandatory, may
management systems (PIMS); lead to lower expected returns on investments due to

lower lock-in effects;

e Facilitating data flows and data sharing: higher “ e Digital security risks: Higher risk of data breaches given
availability of customer information to 3 parties; higher exposures of IT vulnerabilities while also making
3rd parties a potential point of failure;

e Achieving ‘informational self-determination’: making it “ e Privacy risks: particularly if data portability is mis-used
easier for individuals to exercise their right of for the over-collection of data and consumers are

participation while also increasing transparency. pressured to provide their data.



Implementation challenges to be addressed

0 Uncertainties regarding the scope of data portability
a Digital security and privacy risks (+risks to 3™ parties)

0 Responsibility and liability challenges

0 Costs of compliance

0 Interoperable specifications (e.g. standards and APlIs)

0 Cross-agency regulatory & enforcement co-operation
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Find out more about our work at https://oe.cd/datagovernance | http://oe.cd/dpic



https://oe.cd/datagovernance
http://oe.cd/dpic

For further reading

e BEREC Report on Interoperability of Number-Independent Interpersonal
Communication Services (NI-ICS)

e BEREC Report on the interplay between the EECC and the EC’s proposal for a Digital
Markets Act concerning number-independent interpersonal communication services

e BEREC High-Level Opinion on the ECs proposal for a Data Act

e BEREC Report on the Data Act Workshop (Workshop on Switching and
Interoperability of Data Processing Services

e CMA-ICO joint statement on competition and data protection law - GOV.UK
(www.gov.uk)

e Max Planck Institute Position Statement on the EU Data Act

e Max Planck Institute Position Statement on the Implementation of the Digital
Markets Act (DMA)



https://berec.europa.eu/en/document-categories/berec/reports/berec-report-on-interoperability-of-number-independent-interpersonal-communication-services-ni-ics
https://www.berec.europa.eu/en/document-categories/berec/reports/berec-report-on-the-interplay-between-the-eecc-and-the-ecs-proposal-for-a-digital-markets-act-concerning-number-independent-interpersonal-communication-services
https://www.berec.europa.eu/en/document-categories/berec/opinions/berec-high-level-opinion-on-the-ecs-proposal-for-a-data-act
https://www.berec.europa.eu/en/document-categories/berec/reports/berec-report-on-the-data-act-workshop-workshop-on-switching-and-interoperability-of-data-processing-services
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fpublications%2Fcma-ico-joint-statement-on-competition-and-data-protection-law&data=05%7C01%7CChristian.REIMSBACH-KOUNATZE%40oecd.org%7C3c2d51e447394864180508db73330a12%7Cac41c7d41f61460db0f4fc925a2b471c%7C0%7C0%7C638230435305215168%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oMLo4i9ASvVI7M7fgornr4ii15ZHLH5BkHa2R9k8rAQ%3D&reserved=0
https://www.ip.mpg.de/fileadmin/ipmpg/content/stellungnahmen/Position_Statement_MPI_Data_Act_Formal__13.06.2022.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4437220

